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technology has been widely adopted in concealed information transmission of medical and military fields with its
advantages on secret information recovery. Traditional reversible data hiding schemes mainly focus on the
enhancement of embedding capacity and the reduction of the distortion rate of stego image, but pay less attention to
the understanding of image details with the human eyes. Thus, it is difficult to resist hidden information detection
methods. To solve the above challenge, a reversible data hiding algorithm was proposed, which ensured the visual
quality of the stego image in the process of data hiding through the image visual smoothness enhancement.
Specifically, the original image was divided into reference area and non-reference area. The secret data was
embedded through the translation of the difference, which was calculated according to the predicted pixel value and
the original pixel value of the non-reference area. To guarantee the visual quality of the image, smoothing
mechanism was constructed, in which a Gaussian filter was utilized as a template to filter the predicted value and to
add the filter difference into the cover image without loss. The pixel value of the reference region was used as edge
information for lossless restoration of the original image. The filtering coefficient in Gaussian function was
exploited as the embedded key to ensure the security of secret information. Simulation results regarding a large
number of classical image data sets illustrated that the visual smoothness of stego image processed by this scheme
was effectively enhanced with lower distortion rate, higher embedding rate, and higher embedding and extraction
efficiency. In a typical circumstance, the similarity between the generated stego image and the Gaussian filter image
can reach 0.9963. The PSNR and the embedded capacity can be up to 37.346 and 0.3289 BPP, respectively.

Keywords: reversible data hiding, secret image, Gaussian filter, prediction error
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Figure 1 system framework
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Figure 2 The workflow of the proposed scheme
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Table 1 The symbols involved in the proposed scheme
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Figure 3 Example of reference and non-reference pixels
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Table 2 Comparison of image similarity between the
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Lena 0.9873 0.996 3
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Table 3 The statistic estimation on stego images in terms of different reversible data hiding schemes
=1 =2 T=5 HR[21] SCHR[22]
RERER
PSNR SSIM PSNR SSIM PSNR SSIM PSNR SSIM PSNR SSIM
Lena 37346 09168 34.638 0.872 8 28.089 0.797 0 20.000 0.764 9 23457  0.8938
Cameraman  35.723  0.8981 29.044 0.800 9 27.381 0.7111 22.986 0.755 4 22682  0.8464
Baboon 31996  0.769 9 29.749 0.642 5 25.600 0.607 0 15.720 0.457 1 19.446  0.6496
Woman 37392 0.8445 32.009 0.7817 28.964 0.716 4 17.348 0.476 4 23253 07051
BfE 323642 0.8323 28.110 0.761 9 27.508 5 0.707 9 19.014 0.6135 222095  0.7737
briEZ 49948  0.0759 2.3828 0.085 1 1.2363 0.067 5 27557  0.1469 16206  0.099 8
x4 WNEME T 3HERNEMNEZEEREE RS0
Table 4 Influence of embedding threshold T on embedding rate and image similarity
7=1 7=2 7=5 7=10
I 2% 2% 2% 2

AR ﬁiﬁi HifE tﬁgﬁﬁ Hl jﬁjﬁ HifRE tﬁgﬁﬁ HifRE

Lena 0.328 9 0.996 3 0.5232 0.9819 0.763 7 0.9753 0.900 7 0.967 0

Cameraman 0.190 3 0.997 0 0.293 2 0.980 5 0.517 8 0.972 8 0.729 1 0.962 0

Baboon 0.434 8 0.9749 05128 0.9725 0.564 6 0.966 7 0.710 7 0.960 0

Woman 03154 0.987 7 0.450 8 0.974 1 0.687 1 0.965 9 0.853 5 0.9549

Bl 0.317 4 0.989 0 0.4450 0.977 3 0.633 3 0.970 2 0.798 5 0.9610

bRz 0.086 7 0.008 9 0.0919 0.004 0 0.097 4 0.004 0 0.080 6 0.004 3
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